MNEJATOT'AM Ob HH®OPMAIIMOHHOM BE3OITACHOCTH

Korna peus 3axoauT 00 nHPOpMAIIHOHHOM 0€30MaCHOCTH, OOBIYHO MBI HAUHMHAEM AyMaTh O
KOMITBIOTEPAX, CETSAX, MHTEPHETE U Xakepax. Ho ais oOpazoBarenbHOM cpebl mpodiiema
CTOUT IIHPE: B OTPAKICHUH YJalIerocsi OT HHPOPMAIUHU, KOTOPAst MOKET HETaTUBHO
MOBIUSATH HA €ro (POPMUPOBAHHUE U PA3BUTHE, TO €CTh O NIPOTAraH e pa3IHIHON
HATPaBICHHOCTH.

IHonsiTe MH(GOPMANMOHHOI 0€30MIACHOCTH

[Tox nHGOpMAIIOHHON 0€30TaCHOCTHIO TOHUMAETCS 3aIUIIEHHOCTh HH(OPMAIIMOHHON
CHUCTEMBI OT CIy4allHOTO WJIU MPeITHaMEPEHHOTO BMEIIATEIhCTBA, HAHOCSIIIETO yIepo
BJIQJICTIbIIAM HJTU TIOJIb30BATEINSIM WH(OPMALIUH.

Ha npakTuke Ba)KHEHIIUMHU SBISIOTCS TPH acleKTa WH(POPMAIIMOHHOMN 0€301acHOCTH:
e JIOCTYITHOCTH (BO3MOKHOCTB 32 pa3yMHOE BpEMsI OIY4UTh TPEOyeMyro
UH(POPMALIMOHHYIO YCIIYTY);
e IIEJIOCTHOCTH (AKTYaJIbHOCTh U HEIIPOTHBOPEUUBOCTh HHPOPMAIIHH, €€
3alIUIIEHHOCTH OT Pa3pyIIEeHHUs 1 HECAHKIIMOHUPOBAHHOTO U3MEHEHN );
e  KOH(UACHIMATBHOCTH (3AIUTA OT HECAHKIIMOHUPOBAHHOTO IIPOYTEHHS).

Hapymienust 1ocTynmHOCTH, IETOCTHOCTH U KOH(MUICHIIMATLHOCTA HH(OPMAIIUU MOTYT OBITh
BbI3BaHbI PA3TUYHBIMU OMACHBIMU BO3JCHCTBUSAMH HAa HH(OPMALIMOHHBIE KOMIIBIOTEPHBIE
CHUCTCMBI.

OcHoBHbIE YTrpo3bl HHGPOPMAIHOHHOM 0€30IaCHOCTH

CoBpemenHast UH(QOpPMAIIMOHHAS CHCTEMa MPEICTaBIsieT CO00H CIOKHYIO CUCTEMY,
COCTOSIIIYIO U3 OOJIBIIIOTO YKCIIa KOMIIOHEHTOB Pa3JIMYHON CTEIICHH aBTOHOMHOCTH, KOTOPBIC
CBSI3aHBI MEX/y COOOW M OOMEHUBAIOTCS TAaHHBIMH. [IpakTHYEeCKH KaXIbIii KOMITOHEHT
MOJKET TIOJIBEPTHYTHCSI BHEITHEMY BO3JICHCTBHUIO WM BBIATH U3 CTPOsi. KOMITOHEHTHI
ABTOMATH3UPOBAHHON MH(POPMAIIMOHHON CUCTEMbI MOJKHO Pa30UTh Ha CIICIYIOUINE TPYIIITbL:
Annapammnule cpedcmea. IT0 KOMIIBIOTEPHI M HX COCTaBHBIC YacTH (TIPOIIECCOPHI,
MOHHUTOPBI, TEPMHHAIIBI, IepU(EepUIHBIC YCTPONCTBA — IPUHTEPHI, KOHTPOJLIEPHI, KaOeIH,
JIUHUU CBSI3U U T.J1.);

Ilpozpammnoe obecneuenue. 310 mpuoOPETEHHBIE TPOTPAMMBI, HCXO/IHbIE, 0OBEKTHEIE,
3arpy309HbIe MOJTYJIH; OTICPAITMOHHBIC CHCTEMBI U CUCTEMHBIC IPOTPaMMBbI (KOMITHIISITOPHI,
KOMITOHOBIIIUKY U JIP.), YTUIUTHI, TUarHOCTUYECKHIE MPOTPAMMBI U T.11.;

/Jlannuvie, XpaHUMbIC BPEMEHHO U TTOCTOSTHHO, Ha IUCKAX, QUIAIIKAX, IEYaTHBIC, APXUBHI,
CUCTEMHBIE KYPHAJIbI U T.11.;

Ilepconan. Tlonp30Bareny, CHCTEMHBIC aIMHHUCTPATOPHI, IPOTPAMMHUCTHI U JIP.

OnacHble BO3€ICTBHS HA KOMIIBIOTEPHYIO HH()OPMALIMOHHYIO CUCTEMY MOKHO
MOJIpa3/IeNInTh Ha ciy4yailHble U IpeJHaMepeHHbIe. AHAINU3 OIbITa IPOEKTHPOBAHNUS,
U3TOTOBJICHUS U SKCILTyaTallMi HHPOPMALIMOHHBIX CUCTEM MOKAa3bIBAET, YTO HHPOpMALIUs
MOJIBEPIaeTcsl Pa3INYHbIM CITYyYailiHBIM BO3JEMCTBUSM HA BCEX 3Tallax LMKIIA )KU3HU
cucteMsl. [IpuunHamMu ciydaifHbIX BO3IEHCTBHIA IPU HKCILTyaTallMi MOTYT ObITh:

e aBapHWIHBIC CUTYAIIUU M3-3a CTUXUIHBIX OCICTBUI M OTKIFOUCHHI

AIIEKTPONUTAHUS;

e OTKa3bl U cOOM ammaparypsl;

e OMIMOKH B IPOrpaMMHOM 0O€CIICUeHNH;

e omuOKH B paboTe NepcoHana;

e IIOMEXM B JMHMSIX CBSA3M U3-3a BO3ACUCTBUN BHEIIHEW CPEIbI.

[TpenHamMepeHHbIE BO3IEHCTBUS — 3TO Li€JI€HAPABICHHbIE 1EHCTBUS HapymuTensa. B
KayeCTBE HAPYILIUTEN MOTYT BBICTYNATh CITYXKaIllUi, TOCETUTEIb, KOHKYPEHT, HA€MHUK.
JleiicTBus HApYIIUTENS MOTYT OBITh OOYCIOBIEHBI Pa3HBIMU MOTUBAMMU:



e HEJOBOJBCTBOM CIIYXKAIIEro CBOEH Kapbepoil;

e  B3ATKOH;

e  T100OIBITCTBOM;

e KOHKYPEHTHOH 00phOOH;

e CTpPEMIICHHEM CaMOYTBEPIUTHCS JIFOOO0H IEHOM.

MO’KHO COCTaBUTh TUIIOTETUYECKYIO MOJIENb MOTCHIIMAILHOTO HAPYIITUTEIIS:
e  KBaJTM(UKAIMS HAPYIIUTEIS HA YPOBHE pa3pabOTUMKa JaHHOW CHCTEMBI;
e  HAPYIIUTEIIEM MOXKET OBITh KaK MOCTOPOHHEE JIUIO, TaK U 3aKOHHBIH
MI0JIb30BATENb CUCTEMBI,
e HAPYIIUTEIO U3BECTHA MH(OPMAIIUS O MPUHITUIAX PAOOTHI CHCTEMBI;
e HAPYIIUTENb BHIOMpaAET HauboJee ciradoe 3BEHO B 3allHTE.

Haubonee pacipocTpaHeHHBIM U MHOTOOOPa3HBIM BUAOM KOMIIBIOTEPHBIX HAPYIICHUHA
SBIISIETCS. HECAHKI[MOHUPOBAHHBIN 10CTyN. HecaHKIIMOHUPOBAHHBIN TOCTYI UCTIOIb3YET
Tr00yI0 OIIMOKY B CUCTEME 3aIIUTHI M BO3MOXKEH IPU HEpaIlMOHAILHOM BBIOOpE CPEICTB
3aIUTHI, UX HEKOPPEKTHOM YCTaHOBKE U HACTpPOIKe.

[TpoBenem knaccudukaiiio KaHaI0B HECAHKIIMOHUPOBAHHOTO JJOCTYIIA, IO KOTOPBIM MOXHO
OCYIIECTBHUThH XUIICHNE, N3MECHEHUE WU YHUITOKCHHIE NH(DOpMAIIAHN:
Yepe3 uenoseka:
e XUIICHHE HOCHTENCH nHpOopManmw,
e yTeHHE MH(OPMAINH C FKPaHA WU KIaBHATYPHI;
e YTeHHWE HH(OPMAIMH U3 PACTICUATKH.
Yepes npozpammy:
e IIepexBar MapoJiei;
e nemudpoBka 3amudpoBaHHON HHGOPMAITUH;
e KONMHpOBaHWE MH(DOPMAIIMH C HOCUTEIIS.
Yepe3 annapamypy:
e TOJKIIOYEHHUE CIIEIHATBFHO pa3pabOTaHHBIX aIlapaTHBIX CPEICTB,
o0ecreynBaroIIuX AOCTYI K HH()OpMALIUK;
e IepexBar MOOOYHBIX FICKTPOMATHUTHBIX U3TYUCHHH OT ammapaTypsl, THHUAN
CBSI3H, CETEH SJEKTPONUTAHUS U T.1.

Oco00 cnexyeT OCTaHOBUTHCS HAa YTPO3ax, KOTOPHIM MOTYT MOJIBEPIraThCs KOMITbIOTEPHBIE
cet. OcHOBHasi 0COOEHHOCTH 000 KOMIBIOTEPHON CETH COCTOUT B TOM, UTO €€
KOMITOHEHTHI pacIpeIesIeHbl B TpocTpaHcTBe. CBsA3b MEXKTY y3JIaMHU CETH OCYIIECTBIISIETCS
(U3UYECKHU C TOMOIIBIO CETEBBIX JIMHUNA U IPOrPAMMHO € TTIOMOIIBIO0 MEXaHU3Ma
cooOmieHui. [1pu 3TOM ynpaBisoniye COOOIIEHHs U IaHHbIE, TIEPECHIIIAeMbIE MEXKITY
y3JIaMH CETH, MIePEAAI0TCs B BUJIe TakeTOB oOMeHa. KoMIbloTepHbIE CETH XapaKTEpHBI TEM,
YTO NPOTUB HUX NPCANNPUHHUMAIOT TaK HA3bIBACMBIC Y/IAJICHHLIC aTaKH. Hap}IIHI/ITeJ'II) MOXKET
HAXOJHUTHCS 32 THICSYM KHJIOMETPOB OT aTaKyeMOT0 00BEKTa, MPU 3TOM HAIMaJeHUIO0 MOKET
MOJIBEPIaThCs HE TOJIbKO KOHKPETHBIM KOMITBIOTEP, HO M MH(OpMalHsl, epelarolasics mno
CETEeBBIM KaHaJIaM CBSI3U.

Obecneuenue uHGOPMAIUOHHON 0€30MACHOCTH

®dopmupoBaHue pexxrMa HHHOPMAITMOHHOW 0€30MaCHOCTH — MpobIeMa KOMIUIEKCHas. Mepbl
II0 €€ PELIEHUI0 MOYKHO MOAPA3/IEIUTh Ha IISATh YPOBHEU:
1. 3akonooamenwvnwiii . IT0 3aKOHBI, HOPMAaTUBHBIE aKThl, CTAHJAPTHI U T.II.

HopmaTtuBHo-nipaBoBas 0a3a onpeensiomnas mopsaI0K 3aiuTbl HHPOPMAIIH:

2. Mopanvno-amuueckuii. BCeBO3MOXXHBIC HOPMBI IIOBEJICHHS, HECOOITIOICHIE KOTOPBIX
BEJIET K MaJIEHUIO IIPECTHUXKA KOHKPETHOTO Y€JI0BEKa U 1IEJI0M OpraHu3aluy.

3. Aomunucmpamuenutil. JleiictBus 00IIeTro Xapakrepa, mpeAnPHHIMAEMbIE PYKOBOJICTBOM
opranuzaiuu. TakuMH JJOKYMEHTaMH MOTYT OBITh:



e MpUKa3 pyKOBOJIUTEJS O Ha3HAUCHUH OTBETCTBEHHOTO 3a oOecreueHue
nH(pOpMaIMOHHOM 0€30MacCHOCTH;

e JIOJDKHOCTHBIE 00513aHHOCTH OTBETCTBEHHOTO 3a obecnieueHre nHPOPMAIMOHHON
0€30I1aCHOCTH;

e MEPEYCHb 3aIMIIAEMbIX HHPOPMALMOHHBIX PECYPCOB U 0a3 TaHHBIX;

e  HMHCTPYKIIMIO, OIPEIEIISIONIYIO TOPSAIOK MPeA0CTaBICHH MHPOPMAIIH
CTOPOHHHMM OPTaHU3ALUAM T10 UX 3aIpocaM, a TaKKe Mo IpaBaM JI0CTyIa K Hel
COTPYJIHUKOB OpraHU3aI1H.

4. @u3uueckuii. Mexannieckue, 3JIEKTPO- U JIEKTPOHHO-MEXaHUUECKHUE MPENATCTBUS Ha
BO3MOJXKHBIX MTYTSIX TPOHUKHOBEHUS MOTEHIIMAIBHBIX HAPYIIUTEICH.

5. Annapamno-npozpammmualil (3IEKTPOHHBIE YCTPONCTBA U CIIELUAIbHBIE IPOTPaMMBbl
3aIUTHl THOPMAITIH ).

[TpuHsATHIE MEpBI IO CO3/IaHUI0 0€30MacHOH HHPOPMALIMOHHON CUCTEMBI B IIKOJIE:

e (OOecneyeHa 3alIUTa KOMIIBIOTEPOB OT BHEIIHUX HECAHKIIMOHUPOBAHHBIX
BO3EUCTBUI (KOMIIBIOTEPHBIE BUPYCHI, JIOTHYECKHE OOMOBI, aTaKH XaKePOB U T.
1.)

e VYCTaHOBJIEH CTPOrMi KOHTPOJIb 3a AIEKTPOHHON NOYTOI, oOecrieueH
IIOCTOSIHHBIA KOHTPOJIb 34 BXOJSAIIEH U UCXOAALIEN KOPPECITOHACHIUEN.

e YCTaHOBIIEHBI COOTBETCTBYIOLIME N1apOIH Ha nepcoHanbHble 11K,

o Hcnonp30BaHbl KOHTEHT-QHIBTPHI, IS PHIBTPALIMH CAHTOB 1O MX
COZIEPKUMOMY.

Enunas COBOKYIHOCTh BCEX 3TUX MEP, HAIIPABIEHHBIX HA IPOTUBOJICHCTBHUE YIPO3aM
0€30MacHOCTH C LENIbI0 CBEICHUS K MUHUMYMY BO3MOXKHOCTH yIepoa, 00pa3yroT CUCTEMY
3aIUTEL

CrienuaaicThl, IMEIOIINE OTHOIIEHUE K CUCTEME 3alUThI JOJKHBI TIOJTHOCTHIO
NPECTaBIIATh ce0e MPUHITUIBI €€ (YHKIIMOHUPOBAHUS M B CIIy4ae BOSHUKHOBEHHSI
3aTPyIHUTEIBHBIX CUTYallli aJeKBaTHO HA HUX pearupoBath. [0/ 3ammToi 10JDKHA
HaXOJIUTHCS BCS CUCTEMa 00pabOTKU MHGOPMAITUH.

Hnua, 3aHUMArOIHCCs obecreueHreM I/IH(I)OpMaI_[I/IOHHOI\/'I 6e3OHaCHOCTI/I, JOJIDKHBI HCCTH
JIMYHYIO OTBCTCTBCHHOCTD.

Hanexxnas cuctema 3amiuThl JOMKHA OBITh MMOJHOCTHIO MPOTECTUPOBAHA U COTJIACOBAHA.
3amurta craHoBUTCS Oosiee YO PEeKTUBHOM U THOKOH, €CITM OHA JIOMYCKAeT U3MEHEHUE CBOUX
MapaMeTpoB CO CTOPOHBI AIMUHHUCTpPATOPA.

B 3akitoueHune cBoero J10ki1aa XoTenoch Obl JaTh HEKOTOPBIE PEKOMEHIAINH 10
opraHu3zaiuu padoTsl B HH(OPMAIIMOHHOM IIPOCTPAHCTBE, 4YTOOKI yOepeub ce0si U CBOUX
OJIN3KUX OT UHTEPHET-IIPECTYITHUKOB.

Pexomenaanuu no opranu3anuu padorbl B MHPOPMALIHOHHOM NPOCTPAHCTBE

1. Ilepen Hauanom paboThl HEOOXOIUMO YETKO C(HOPMYTUPOBATh LIENIb U BOIIPOC MOUCKA
uH(pOpMaLIUH.

2. XKenarenbHo BbIpabOTaTh ONTUMAJIBHBINA AITOPUTM MOKCKA HH(OPMALIUU B CETH
WHTEepHET, 4TO 3HaYUTENBHO COKPATUT BPEMS U CUJIbL, 3aTPAYEHHBIE HA ITOUCK.

3. 3apaHee yCTaHOBUTH BPEMEHHBIHN JIUMUT (2-3 yaca) paboTsl B ”HGOPMAITMOHHOM
IPOCTpaHCTBE (MIPOCMOTP TeNenepeaauu, yrenue, MuTepHer).

4. Bo Bpems paboThl HEOOXOIUMO JieaTh nepepbiB Ha 5-10 MUHYT 111 CHATHUSA (PU3UYECKOTO
HaINpsOKEHUs ¥ 3pUTENIbHON Harpy3KH.



5. HeoO6xoaumo 3HaTh 3-4 ynpa)KHEHUS JIJIsl CHATHS 3PUTEILHOTO HAMIPSKEHUS U
(U3UYECKON YCTaIOCTH.

6. PaGotaTtp B XOpOIIIO0 NPOBETPESHHOM ITOMEIIICHHUH, TIPY ONTHMAaJIbHOM OCBEIICHUH U B
y100HOi1 no3e.

7. He crouT 1€TKOMBICIEHHO 00paIaThesi CO cliaM-MICbMaMHU U 3aXOAUTh HAa HEOE30IacHbIe
BeO-caiiThl. [|J11 MHTEPHET-TIPECTYITHUKOB BbI CTAHOBUTECH JIETKOM TOOBIYEH.

8. HpI/I perucTtpanvu B COOUAJIbHBIX CCTAX, HC yK%BIBaﬁTe CBOM IICPCOHAJIBHBIC NTAHHBIC,
HarmpuMmep: aapecC 1 JCHb POXACHUAA.

9. He HCHOJ’IBSyﬁTC B JIOTUHEC UJIK IMapoJIiC IIEPCOHATIbHBIC TaHHBIC.

10. Bce 310 n03BOISET UHTEPHET-IIPECTYITHUKAM IIOJYyYUTh JJaHHBIE JOCTYIA K aKKayHTaM
3JIEKTPOHHOMN IOYTBI, a Takke MHpUuupoBaTh JoMamiHue [1K 11 BkitoueHust ux B 60T-ceTb
WIIN 715 TIOXUIICHUS] OaHKOBCKUX JAHHBIX POJUTENEH.

11. Coznaiite coOOCTBEHHBIN POGHIL HA KOMIBIOTEPE, YTOOBI 00e30nacuTh HHPOPMAILHIO,
XPaHSIIYIOCS Ha HEM.

12. He 3a0bIBaiite, 4To (h)aKkThl, 0 KOTOPHIX BHI y3HaeTe B MIHTEpHETE, HY)KHO OYEHb XOPOIIO
IPOBEPUTH, €CIIM BbIOY/IETE UCIOIb30BATh X B CBOEH noMariHel pabore. LlenecoobpasHo
CPaBHMUTb TPU UCTOUHHKA HH(DOPMALIUU, IPEXKAE YEM PELINTh, KAKUM UCTOUHUKAM MOXHO
JOBEPSTH.

13. O nocroBepHOCTH MHPOPMALIUH, TOMELIEHHON Ha caliTe MOXKHO CYIUTh I10 CAMOMY
caiiTy, y3HaB 00 aBTOpax caiiTa.

14. Pazmeriast uanopmanuio o cedbe, CBOMX OIM3KUX U 3HAKOMBIX Ha CTPAHUIIAX COLMATIbHBIX
CETEe, CIPOCUTE MPEABAPUTEITHHO Pa3pelIeHHe Y TeX, 0 KoM OyeT 3Ta nHopmarms.

15. He cnenyer pa3memaTh Ha CTpaHHIaX BeO-caiiToB cBou (otorpaduu u Gororpaduun
CBOUX OIM3KHNX U 3HAaKOMBIX, 3a KOTOPBIC BaM IIOTOM MOXKET OBLITH CTBIAHO.

16. Cobmronaiite mpaBuiia 3TUKYU Npu oOuieHny B UHTepHETe: rpy00OCTh MPOBOLIUPYET
JPYTUX Ha TaKoe K€ MOBE/ICHUE.

17. Ucnonb3ys B cBoel paboTe MaTepual, B3AThIH U3 HHPOPMALMOHHOTO UCTOYHUKA (KHHTa,
nepuoMyeckas neuarb, IHTepHeT), ciaenyeT yka3aTh TOT UCTOUYHUK MH()OPMAaIUN UITH
CZIeNaTh Ha HETrO CChUIKY, €CIIM MaTepHal OblI BaMH IepepadoTaH.



